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1. Aims
Our school aims to:
Have robust processes in place to ensure the online safety of pupils, staff, volunteers and
governors
Deliver an effective approach to online safety, which empowers us to protect and educate the
whole school community in its use of technology
Establish clear mechanisms to identify, intervene and escalate an incident, where appropriate
2. Legislation and guidance
This policy is based on the Department for Education’s statutory safeguarding guidance, Keeping
Children Safe in Education, and its advice for schools on preventing and tackling bullying and
searching, screening and confiscation. It also refers to the Department’s guidance on protecting
children from radicalisation.
It reflects existing legislation, including but not limited to the Education Act 1996 (as amended), the
Education and Inspections Act 2006 and the Equality Act 2010. In addition, it reflects the
Education Act 2011, which has given teachers stronger powers to tackle cyber-bullying by, if
necessary, searching for and deleting inappropriate images or files on pupils’ electronic devices
where they believe there is a ‘good reason’ to do so. The policy also takes into account the
National Curriculum computing programmes of study.

Online safety
 It is essential that children are safeguarded from potentially harmful and inappropriate online
material. An effective whole school and college approach to online safety empowers a school
or college to protect and educate pupils, students, and staff in their use of technology and
establishes mechanisms to identify, intervene in, and escalate any concerns where
appropriate.
 The breadth of issues classified within online safety is considerable, but can be categorised into
four areas of risk:
• content: being exposed to illegal, inappropriate or harmful content, for example: pornography,
fake news, racism, misogyny, self-harm, suicide, anti-Semitism, radicalisation and extremism.
• contact: being subjected to harmful online interaction with other users; for example: peer to
peer pressure, commercial advertising and adults posing as children or young adults with the
intention to groom or exploit them for sexual, criminal, financial or other purposes’.
• conduct: personal online behaviour that increases the likelihood of, or causes, harm; for
example, making, sending and receiving explicit images (e.g consensual and non-consensual
sharing of nudes and semi-nudes and/or pornography, sharing other explicit images and online
bullying; and
• commerce: risks such as online gambling, inappropriate advertising, phishing and or financial
scams. If you feel your pupils, students or staff are at risk, please report it to the Anti-Phishing
Working Group (https://apwg.org/ ).
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3. Roles and Responsibilities
The following section outlines the online safety roles and responsibilities of individuals and groups
within the school:
Governors:
A member of the Governing Body has taken on the role of Online Safety Governor. The role of the
Online Safety Governor will include:
• regular meetings with the Online Safety Co-ordinator
• attendance at Online Safety Group meetings
• regular monitoring of online safety incident logs
• regular monitoring of filtering / change control logs
• reporting to relevant Governors meeting
Headteacher and Senior Leaders:
The Headteacher has a duty of care for ensuring the safety (including online safety) of members of
the school community, though the day to day responsibility for online safety will be delegated to
the Online Safety Co-ordinator. The Headteacher and (at least) another member of the Senior
Leadership Team should be aware of the procedures to be followed in the event of a serious
online safety allegation being made against a member of staff. (see flow chart on dealing with
online safety incidents in Appendix 3).
The Headteacher is responsible for ensuring that the Online Safety Coordinator and other relevant
staff receive suitable training to enable them to carry out their online safety roles and to train other
colleagues, as relevant. The Headteacher will ensure that there is a system in place to allow for
monitoring and support of those in school who carry out the internal online safety monitoring role.
This is to provide a safety net and also support to those colleagues who take on important
monitoring roles. The Senior Leadership Team will receive regular monitoring reports from the
Online Safety Co-ordinator.

Online Safety Coordinator:
• takes day to day responsibility for online safety issues and has a leading role in
establishing and reviewing the school online safety policies / documents
• ensures that all staff are aware of the procedures that need to be followed in the event of
an online safety incident taking place.
• provides training and advice for staff
• liaises with the Local Authority / relevant body
• liaises with school technical staff
• receives reports of online safety incidents and creates a log of incidents to inform future
online safety developments,
• meets regularly with Online Safety Governor to discuss current issues, review incident logs
and filtering / change control logs (Appendix 4)
• reports regularly to the Governors
• reports regularly to Senior Leadership Team
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Teaching and Support Staff
Are responsible for ensuring that:
• they have an up to date awareness of online safety matters and of the current school
Online Safety Policy and practices
• they have read, understood and signed the Staff Acceptable Use Policy / Agreement (AUP)
• they report any suspected misuse or problem to the Headteacher; Online Safety
Coordinator for investigation / action / sanction
• all digital communications with students / pupils / parents / carers should be on a
professional level and only carried out using official school systems
• online safety issues are embedded in all aspects of the curriculum and other activities
• pupils understand and follow the Online Safety Policy and acceptable use policies
• pupils have a good understanding of research skills and the need to avoid plagiarism and
uphold copyright regulations
• they monitor the use of digital technologies, mobile devices, cameras etc in lessons and
other school activities (where allowed) and implement current policies with regard to these
devices
• in lessons where internet use is pre-planned pupils should be guided to sites checked as
suitable for their use and that processes are in place for dealing with any unsuitable
material that is found in internet searches
Designated Safeguarding Lead
Should be trained in Online Safety issues and be aware of the potential for serious child protection
/ safeguarding issues to arise from:
• sharing of personal data
• access to illegal / inappropriate materials
• inappropriate on-line contact with adults / strangers
• potential or actual incidents of grooming
• cyber-bullying
Pupils:
are responsible for using the school digital technology systems in accordance with the Pupil
Acceptable Use Agreement
• have a good understanding of research skills and the need to avoid plagiarism and uphold
copyright regulations
• need to understand the importance of reporting abuse, misuse or access to inappropriate
materials and know how to do so
• will be expected to know and understand policies on the use of mobile devices and digital
cameras. They should also know and understand policies on the taking / use of images and
on cyber-bullying.
• should understand the importance of adopting good online safety practice when using
digital technologies out of school and realise that the school’s Online Safety Policy covers
their actions out of school, if related to their membership of the school

4

Parents / Carers
• Parents / Carers play a crucial role in ensuring that their children understand the need to
use the internet / mobile devices in an appropriate way. The school will take every
opportunity to help parents understand these issues through parents’ evenings,
newsletters, letters, school social media accounts, website and information about national /
local online safety campaigns / literature.
• Parents and carers will be encouraged to support the school in promoting good online
safety practice and to follow guidelines on the appropriate use of digital and video images
taken at school events.
• Parents can seek further guidance on keeping children safe online from the following
organisations and websites:
What are the issues?, UK Safer Internet Centre:
https://www.saferinternet.org.uk/advicecentre/parents-and-carers/what-are-issues
Hot topics, Childnet International: http://www.childnet.com/parents-and-carers/hot-topics
Parent factsheet, Childnet International: http://www.childnet.com/ufiles/parents-factsheet-09-17.pdf
Cyber-bullying
Definition
Cyber-bullying takes place online, such as through social networking sites, messaging apps or
gaming sites. Like other forms of bullying, it is the repetitive, intentional harming of one person or
group by another person or group, where the relationship involves an imbalance of power. (See
also the school behaviour policy.)
Preventing and addressing cyber-bullying
• To help prevent cyber-bullying, we will ensure that pupils understand what it is and what to do if
they become aware of it happening to them or others. We will ensure that pupils know how they
can report any incidents and are encouraged to do so, including where they are a witness
rather than the victim.
• The school will actively discuss cyber-bullying with pupils, explaining the reasons why it occurs,
the forms it may take and what the consequences can be. Class teachers will discuss cyberbullying with their class and the issue will be addressed in assemblies.
• Teaching staff are also encouraged to find opportunities to use aspects of the curriculum to
cover cyberbullying. This includes personal, social, health and economic (PSHE) education,
and other subjects where appropriate.
• All staff, governors and volunteers (where appropriate) receive training on cyber-bullying, its
impact and ways to support pupils, as part of safeguarding training
• The school also sends information/leaflets on cyber-bullying to parents so that they are aware
of the signs, how to report it and how they can support children who may be affected.
• In relation to a specific incident of cyber-bullying, the school will follow the processes set out in
the school behaviour policy. Where illegal, inappropriate or harmful material has been spread
among pupils, the school will use all reasonable endeavours to ensure the incident is contained.
• The DSL/Online Safety Lead will consider whether the incident should be reported to the police
if it involves illegal material, and will work with external services if it is deemed necessary to do
so.
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Examining electronic devices
o School staff have the specific power under the Education and Inspections Act 2006
(which has been increased by the Education Act 2011) to search for and, if necessary,
delete inappropriate images or files on pupils’ electronic devices, including mobile
phones, iPads and other tablet devices, where they believe there is a ‘good reason’ to
do so.
o When deciding whether there is a good reason to examine or erase data or files on an
electronic device, staff must reasonably suspect that the data or file in question has
been, or could be, used to:
o Cause harm, and/or
o Disrupt teaching, and/or
o Break any of the school rules
o If inappropriate material is found on the device, it is up to the staff member in
conjunction with the DSL or other member of the senior leadership team to decide
whether they should:
o Delete that material, or
o Retain it as evidence (of a criminal offence or a breach of school discipline), and/or
Report it to the police
o Any searching of pupils will be carried out in line with the DfE’s latest guidance on
screening, searching and confiscation.
o Any complaints about searching for or deleting inappropriate images or files on pupils’
electronic devices will be dealt with through the school complaints procedure.
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Appendix 1: Pupil Acceptable Use Policy Agreement Template – for younger pupils
(Foundation/KS1)

This is how we stay safe when we use computers:
• I will ask a teacher or suitable adult if I want to use the computers/tablets
• I will only use activities that a teacher or suitable adult has told or allowed me to use
• I will take care of computers/tablets and other equipment
• I will ask for help from a teacher or suitable adult if I am not sure what to do or if I think I
have done something wrong
• I will tell a teacher or suitable adult if I see something that upsets me on the screen
• I know that if I break the rules I might not be allowed to use a computer/tablet
Signed (child):
Signed (parent):
Appendix 2: Pupil Acceptable Use Agreement Template – for older pupils
School policy
Digital technologies have become integral to the lives of children and young people, both within
schools and outside school. These technologies are powerful tools, which open up new
opportunities for everyone. These technologies can stimulate discussion, promote creativity and
stimulate awareness of context to promote effective learning. Young people should have an
entitlement to safe access to these digital technologies.
This acceptable use agreement is intended to ensure:
• that young people will be responsible users and stay safe while using the internet and other
digital technologies for educational, personal and recreational use.
• that school systems and users are protected from accidental or deliberate misuse that
could put the security of the systems and will have good access to digital technologies to
enhance their learning and will, in return, expect the pupils to agree to be responsible
users.
Acceptable Use Agreement
• I understand that I must use school systems in a responsible way, to ensure that there is no
risk to my safety or to the safety and security of the systems and other users.
• For my own personal safety:
o I understand that the school will monitor my use of the systems, devices and digital
communications.
o I will keep my username and password safe and secure – I will not share it, nor will I
try to use any other person’s username and password. I understand that I should
not write down or store a password where it is possible that someone may steal it.
o I will be aware of “stranger danger”, when I am communicating on-line.
o I will not disclose or share personal information about myself or others when on-line
(this could include names, addresses, email addresses, telephone numbers, age,
gender, educational details, financial details etc.)
o I will immediately report any unpleasant or inappropriate material or messages or
anything that makes me feel uncomfortable when I see it on-line.
o I understand that everyone has equal rights to use technology as a resource and:
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o

I understand that the school systems and devices are primarily intended for
educational use and that I will not use them for personal or recreational use unless I
have permission.
Please complete the sections on the next page to show that you have read, understood and
agree to the rules included in the acceptable use agreement.
I have read and understand the above and agree to follow these guidelines when:
Name of Pupil:
Class:
Signed:
Date:
Parent/Carer Countersignature……………………………………………………………
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Appendix 3 - Responding to incidents of misuse – flow chart
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Appendix 4: online safety incident report log

Online safety incident report log

Date

Where the
incident took place

Description of the incident

Action taken

Name and signature of
staff member recording
the incident

